ISSN 2392-1641
e-ISSN 2450-0097

Economics
and Business
Review

Volume 7(21) Numbers4 2021

CONTENTS

Editorial introduction

Michat Pilc, Konrad Sobatiski

ARTICLES

Climate crisis, central banks and the IMF reform
Anna Chmielewska, Andrzej Stawitiski

Agricultural commodities: An integrated approach to assess the volatility
spillover and dynamic connectedness
Arunendra Mishra, R Prasanth Kumar

Does volatility mediate the impact of analyst recommendations on herding
in Malaysian stock market?
Ooi Kok Loang, Zamri Ahmad

The monitoring role of multiple large shareholders and the catering effect of
dividends: Evidence from Poland
Aleksandra Pieloch-Babiarz

“Every knock is a boost”. Cyber risk behaviour among Poles
Ewa Cichowicz, Malgorzata Iwanicz-Drozdowska, Lukasz Kurowski

The relationship between information and communication technologies and
female labour force participation in Turkey
Samet Tiizemen, Ozge Baris-Tiizemen, Ali Kemal Celik

Poznan University of Economics and Business Press



Editorial Board

Monika Banaszewska, Ivo Bischoff, Horst Brezinski, Gary L. Evans, Niels Hermes,
Witold Jurek, Tadeusz Kowalski (Editor-in-Chief), Joanna Lizitiska,
Ida Musiatkowska, Pawet Niszczota, Michat Pilc, Konrad Sobariski

International Editorial Advisory Board

Edward I. Altman - NYU Stern School of Business

Udo Broll - School of International Studies (ZIS), Technische Universitit, Dresden
Conrad Ciccotello — University of Denver, Denver

Wojciech Florkowski — University of Georgia, Griffin

Oded Galor - Brown University, Providence

Binam Ghimire — Northumbria University, Newcastle upon Tyne

Christopher J. Green — Loughborough University

Mark J. Holmes — University of Waikato, Hamilton

Andreas Irmen — University of Luxembourg

Bruce E. Kaufman — Georgia State University, Atlanta

Robert Lensink — University of Groningen

Steve Letza — The European Centre for Corporate Governance

Robert McMaster — University of Glasgow

Victor Murinde — SOAS University of London

Hugh Scullion - National University of Ireland, Galway

Yochanan Shachmurove — The City College, City University of New York

Richard Sweeney — The McDonough School of Business, Georgetown University, Washington D.C.
Thomas Taylor — School of Business and Accountancy, Wake Forest University, Winston-Salem
Linda Gongalves Veiga — University of Minho, Braga

Habte G. Woldu - School of Management, The University of Texas at Dallas

Thematic Editors

Economics: Monika Banaszewska, Ivo Bischoff, Horst Brezinski, Niels Hermes, Witold Jurek,

Tadeusz Kowalski, Ida Musiatkowska, Michat Pilc, Konrad Sobariski « Finance: Monika Banaszewska,

Gary Evans, Witold Jurek, Joanna Lizifiska, Pawet Niszczota, Konrad Sobanski « Statistics: Marcin Anholcer,
Maciej Bergsewicz, Elzbieta Golata

Language Editor: Owen Easteal « IT Editor: Marcin Reguta

© Copyright by Poznan University of Economics and Business, Poznan 2021
Paper based publication

ISSN 2392-1641
e-ISSN 2450-0097

POZNAN UNIVERSITY OF ECONOMICS AND BUSINESS PRESS
ul. Powstancow Wielkopolskich 16, 61-895 Poznarn, Poland

phone +48 61 854 31 54, +48 61 854 31 55
www.wydawnictwo.ue.poznan.pl, e-mail: wydawnictwo@ue.poznan.pl
postal address: al. Niepodlegtosci 10, 61-875 Poznan, Poland

Printed and bound in Poland by:
Poznan University of Economics and Business Print Shop

Circulation: 215 copies

§ sciendo



. Economics and Business Review, Vol. 7 (21), No. 4, 2021: 94-120
$ SC|endO DOI: 10.18559/ebr.2021.4.6

“Every knock is a boost”. Cyber risk behaviour among
Poles'
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Abstract: The purpose of this study is to evaluate the safety of individuals’ behaviour in
the cyber world, especially when using financial services. The article focuses on knowl-
edge of cybersecurity issues, cyber risk awareness and respondents’ self-assessment
as potential determinants of individual behaviour. The data obtained from a survey
of a representative group of Polish citizens during the second wave of the COVID-19
pandemic was analysed. Ordinal logistic regression and instrumental variable analysis
confirm the existence of a positive relationship between knowledge and awareness of
cyber risk and safe behaviour in the cyber world. Older generations exhibit safer behav-
iour which may be linked to their life experience; however, the results do not confirm
that experiencing a loss due to cyber risk convinces individuals to use Internet-based
solutions in a safer manner. Therefore, educational campaigns should be expanded to
include cyber risk issues and tailored to the needs of various users.
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Introduction

Societies are becoming increasingly dependent on Internet-based solutions
that provide various key services (including financial services and critical in-
frastructure, see Lis and Mendel (2019) for details). The scale and scope of the
digital economy have grown in recent years. As indicated by Milosevi¢, Dobrota
and Barjaktarovi¢ Rakocevi¢ (2018) the digital economy contributes signifi-
cantly to economic growth, especially in the European Union. The COVID-19
pandemic has further heightened the importance of the Internet and certain
remote modes of work, study or life will persist for a long time after the pan-
demic. The lockdown period contributed to the creation of new mobile appli-
cations and digital channels that have enabled adaptation to new conditions.
The boom in online shopping and contactless payment methods as well as the
growing role of electronic banking services, has been a strong stimulus for the
development of e-commerce. Business decisions, work and education schedules
and even personal relationships not only involve but also increasingly rely on
tools based on modern technologies. Therefore the behaviour of users in the
cyber world are of high importance for social and economic safety.

As technology increasingly permeates everyday life consumers are becom-
ing more vulnerable to cyber risks. According to a report by Javelin Strategy &
Research and SAS (Tedder, 2020) the transfer of many processes to the digital
space and changes in the way consumers interact with financial services and
commerce have proved necessary (especially during the COVID-19 pandemic)
but have contributed to an obvious increase in cyber attacks worldwide. Naidoo
(2020) developed a multi-level influence model showing how cyber criminals
are exploiting the COVID-19 pandemic. Although the impact of the wave of
fraud related to the COVID-19 crisis is apparent in various areas of the econ-
omy undoubtedly one of the strongest determinants is the increase in the im-
portance of digital channels related to electronic banking. Poorly protected fi-
nancial accounts and unsafe online behaviour can facilitate the activity of cyber
criminals. In the December 2020 edition of “Fraud in the Wake of COVID-19:
Benchmarking Report” the Association of Certified Fraud Examiners (2020)
released a survey result in which 79% of participants said they had seen an in-
crease in the overall level of fraud (compared to 77% in August and 68% in
May), and 88% expected a further increase in cyber fraud (as the top fraud
risk in the opinion of the respondents) over the next year. Similar conclusions
have been presented by the Bank for International Settlements (Aldasoro, Frost,
Gambacorta, & Whyte, 2021).

Despite many attempts to define cyber risk in the literature no universal
and coherent definition exists (Kosub, 2015). There are several reasons for
this gap. One is the interdisciplinary nature of this type of risk. Another is the
constant change in the forms of cyber risk which is related to ongoing tech-
nological progress as well as changes in laws and regulations as underlined by
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Da Veiga (2018). Cybersecurity refers to technologies, processes and practices
designed to protect information networks, devices, programs and data from
hacking attacks, damage, or unauthorized access (Von Solms & Van Niekerk,
2013). Cybersecurity can be defined as information technology security and
is applicable to banking services (e.g., e-banking). Cyber risk is a component
of operational risk recognized in regulated financial and industrial (especially
in key infrastructure) sectors. On the one hand the financial sector is expect-
ed to be well prepared for cyber attacks because of comprehensive regulations
that mitigate operational risk. On the other, the behaviour of users plays an
important role in the actual level of cyber risk. This situation emphasizes the
need to conduct surveys to evaluate individuals’ behaviour in the cyber world.

In Poland, which is the largest EU member from post-communist block,
both society and the economy are characterized by increasing use of the Internet
and well-developed electronic banking solutions and e-commerce. After the
political and economic transformations began in the 1990s, Poland as with the
whole CEE region, made substantial progress in the use of new technologies in
business and society. In this case, starting from a lower level of development
appeared to be an advantage. According to McKinsey (2020), CEE countries
accelerated their digitalization process although European “digital frontrun-
ners” transformed their economies even faster. Poland as a large market in
the CEE is an interesting research object as a transition country undergoing
a catch-up process. It should be noted that it is also a representative of matur-
ing emerging markets.

The aim of this study is to evaluate how knowledge of cybersecurity issues,
cyber risk awareness and self-assessment in this area affect the behaviour of
Poles in the cyber world. The research claims that two pillars are important for
reducing the impact of cyber risk. The first pillar is a combination of knowl-
edge and awareness which is shaped by professional and private life. The sec-
ond is related to bad experiences in the cyber world which may curb exposure
to cyber risk as “every knock is a boost”. To achieve the goal research proposi-
tions were operationalized into survey questions. Moreover, the survey pays
attention to cyber risk losses faced by respondents and their role in improving
the safety of behaviour in the cyber world to gain insights into the role of les-
sons learned in cybersecurity culture. This approach should allow the deter-
mination as to whether improvements in cybersecurity culture can be based
solely on gained experience. It should be claimed that knowledge and aware-
ness are necessary to build a reasonable cybersecurity culture. This approach
is similar to the concept of Georgiadou, Mouzakitis, Bounas and Askounis
(2020). According to their model, in the security culture two levels can be dis-
tinguished: organizational and individual. There are four dimensions at the
individual level: attitude, awareness, behaviour and competency. This article
focuses on the core human-related factors of security. Unlike Georgiadou and
others (2020) the current research takes the perspective of an individual ex-



E. Cichowicz, M. Iwanicz-Drozdowska, £. Kurowski, “Every knock is a boost”. Cyber risk 97

posed to cyber risk both in private and professional life and therefore draws
attention to the need to counteract this risk to preserve the individual’s well-
being. The research makes several important contributions. First, it evaluates
knowledge and awareness of cybersecurity in Polish society. This study is the
first to use a large research sample (n = 1804) to verify the knowledge of Polish
society in this area. Second, the results can be used to identify ways to reduce
cyber risk (i.e., knowledge and awareness versus experience). Third the study
is important for all Internet users since it highlights the role of education in
preventing possible losses related to cyber risk.

The rest of the paper is arranged as follows. Section 1 provides a theoretical
background that shows how cyber risk is dealt with in the relevant literature.
Three main streams have been identified which are also related to human behav-
iour in the light of the existence of this risk. Section 2 presents how the research
based on the CAWI survey was conducted and how the research propositions
were operationalized and the methodology is explained. Section 3 provides
detailed information on empirical findings in particular on knowledge, aware-
ness and self-assessment and their relationship to cybersecurity behaviour in
general and Internet banking specifically. The study finishes with conclusions.

1. Literature review

Many studies have noted the increasing presence of consumers on the web for
purposes related not only to their professional work or education but also to
everyday life. The literature review focuses on three streams of research. The
first stream relates to measures undertaken by businesses to ensure cyberse-
curity, while the second evaluates the efficiency of educational campaigns re-
lated to cyber risk. The third focuses on customer behaviour on the Internet.

According to the first stream, companies attach great importance to intro-
ducing security measures to reduce cyber risk. This is especially true of financial
institutions such as banks. However, the implementation of products designed
to improve the level of security on a network does not automatically lead to
cybersecurity. Security measures are often ineffective because consumers do
not behave in the manner necessary to ensure cybersecurity (e.g., by sharing
their passwords or not using anti-virus programs). Accordingly, there is a wide-
spread view that the weakest link in cybersecurity is humans (Hughes-Larteya,
Li, Botchey, & Qin, 2021). During the pandemic and successive lockdowns the
situation worsened further as criminals intensified cyber attacks, by exploit-
ing the chaos of abnormal conditions and the increase in working from home
using home computers.

The literature increasingly points to a more comprehensive approach to cy-
bersecurity in organizations (Hussain, Mohamed, & Razali, 2020). This kind of
approach recognizes that cybersecurity also needs to be addressed through or-
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ganizational and not just technical measures. Reegard, Blackett and Katta (2019)
conclude that the cybersecurity culture is a subcomponent of organizational
culture consisting of layers that are becoming increasingly visible. A survey of
employees by Parsons and others (2015) reveals a significant, positive relation-
ship between information security decision making and an organizational in-
formation security culture. This means that improving an organization’s secu-
rity culture translates into employees’ behaviour in the field of cybersecurity.

The study on motivating employees to take actions to mitigate cyber risk
by S. R. Boss, Kirsch, Angermeier, Shingler and R. W. Boss (2019) indicates
the impact of reward and sanction policies. Yasin, Liu, Li, Wang and Zowghi
(2018) recognize that it is essential for cybersecurity to be understood by all
stakeholders in an organization. They draw attention to the fact that the in-
volvement of stakeholders in maintaining safety rules is invariably insufficient.
The use of innovative tools based on games, films or media productions could
contribute to a change in this area by making the whole process more fun and
enjoyable which would increase the involvement of employees and their inter-
nal motivation. Therefore, game-based learning not only leads to knowledge
gains but also enables the acceleration of the entire process thus increasing the
commitment and satisfaction of learners. Similar observations have been made
in the case of quality management and overall operational risk management.
The construction of a cybersecurity culture may be supported by experiences
from other issues that were introduced one or even two decades ago.

In the second stream of research, relevant studies analyse possibilities
for training and education related to improving cybersecurity. I. M. Venter,
Blignaut, Renaud and M. A. Venter (2019) distinguish two general steps in
cybersecurity education: first people must become aware of the need to take
cyber risk mitigation measures; second teachers need to impart the skills re-
quired to take the necessary precautions. Junger, Montoya and Overink (2017)
analyse various tools to improve the awareness of web users. They note that
there is no clear evidence of the effectiveness of warnings although there are
principles that can improve their effectiveness. Such guidelines have been con-
sidered by, e.g., Wogalter, Laughery Sr. and Mayhorn (2012), who emphasize,
inter alia, that warnings should not be addressed to the “average person” but
should be structured in such a way as to reach people with poorer education,
lower knowledge, weaker competences, etc.

Encouraging users to behave safely on the Internet is difficult. For example,
Yildirim and Mackie (2019) argue that while most people are aware of the im-
portance of choosing strong passwords the password policy used is often not
sufficient to motivate users to choose such passwords. The results of a study
by Grazioli and Wang (2001) indicate that many unsophisticated users are ex-
posed to cyber risk and are unable to effectively integrate the information they
gather. Consequently progress may be achieved when it is possible to educate
individuals to better evaluate clues to deception. According to an overview by



E. Cichowicz, M. Iwanicz-Drozdowska, £. Kurowski, “Every knock is a boost”. Cyber risk 99

Junger and others (2017), most experimental results confirm the positive im-
pact of training on improving users’ knowledge of cybersecurity.

Bada, Sasse and Nurse (2015) consider why campaigns to improve cyberse-
curity awareness fail. They conclude that simply conveying knowledge about
good security practices is not sufficient. Knowledge and awareness of cyber
risks are necessary but not sufficient for the safe behaviour of users online; such
measures must be complemented by other impact strategies. Correctly answer-
ing questions that demonstrate knowledge about cybersecurity does not mean
that a person is motivated to behave appropriately. Shillair and others (2005)
note that every Internet user plays a role in maintaining the integrity of the
entire network. They also emphasize that many Internet users do not consid-
er cybersecurity to be their responsibility. Thus, they find that, in addition to
educating consumers, people should be persuaded to take personal responsi-
bility for protecting themselves on the network. Their study illustrates the in-
terdependence among user knowledge, personal responsibility and education
in encouraging cybersecurity behaviour.

Against this background which combines professional and private perspec-
tives the following proposition was suggested:

(P1): Knowledge and awareness support the safe use of the Internet thereby
reducing individuals’ exposure to cyber risk.

The third stream of research focuses on several aspects of problems related to
the unsafe behaviour of people on the Internet. This unsafe behaviour may lead
individuals to incur financial losses thereby discouraging them from similar
behaviour in the future. Employee behaviour that affects cybersecurity in an
organization is discussed and customers or people who use Internet technol-
ogy for private use are analysed separately. Cybersecurity behaviour at work
is subject to established regulations and policies and in the event of noncom-
pliance with the imposed rules employees are held accountable. In contrast
home users choose the safety rules they will follow based on their awareness,
knowledge and personal experience. Mashiane and Kritzinger (2018) note
that knowledge and awareness of cybersecurity should be considered lower in
the case of home users. Although there are different opportunities for educa-
tion outside the workplace individuals do not have direct professional support
and behaviour at home is different from that at work. Unlike employees in the
workplace home users are not trained or protected by technical staff updating
security software and hardware. An interesting observation has been provided
by Kostyuk and Wayne (2021) saying that although experiencing personal data
breach increases risk awareness actual online behaviour is difficult to change.

Mashiane and Kritzinger (2021) indicate that a home computer user’s in-
tention to perform cybersecurity-related behaviour is influenced by a com-
bination of cognitive, social, and psychological components. Mamonov and
Benbunan-Fich (2018) prove that awareness of information security threats
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strengthens the power of newly selected passwords. The results indicate that
an effective method of stimulating the use of strong passwords may be to em-
bed a special message in the narrative, that is, introduce users to narratives
that highlight cyber risk.

A report by McKinsey (2020) indicates that the role of the digital economy
will increase in the years to come with strong pressure on CEE countries to digi-
talize their economies to improve labour efficiency. An increased role of digital
solutions will probably be followed by an increased incidence of cyber attacks
as noticed during the COVID-19 pandemic (Aldasoro et al., 2021). Therefore
the number of “bad experiences” and losses incurred will also increase.

Against this background the second research proposition was formulated:

(P2): Individuals’ experiences in the form of losses related to cyber risk sup-
port improvements in safe performance on the Internet.

2. Research methodology

To achieve the research goal a CAWI survey (computer-assisted web interview)
was conducted in October 2020 among a sample of 1,804 Polish adult respon-
dents who are Internet users. Sample weights were applied (Polish adult pop-
ulation divided by the number of survey respondents) to ensure representa-
tion. Moreover, the sample is chosen randomly. Surveys as a research method
are commonly used to verify the behavioural aspect of economic and social
mechanisms. As with many other research methods there are also some disad-
vantages of surveys. For instance, respondents may provide responses that are
socially acceptable positive or in line with the popular opinion. These disad-
vantages can be to some extent minimized by using a large, representative re-
search sample (the characteristics of the respondents are presented in Table A1
in the Appendix), which is the case in this study. Moreover, the time in which
the respondent provides an answer is monitored and the least credible respon-
dents are removed from the research sample.

The reliability of the results of this study is also confirmed by the repeatabil-
ity of the conclusions. In 2021, the Polish Bank Association conducted a survey
regarding cybersecurity on a sample of 1010 Polish citizens in which they asked
questions very similar to those used here. Their results differ only slightly from
those of this study (ZBP, 2021). However, this study is much broader and is com-
plemented by a quantitative approach to investigate behavioural mechanisms.

Conducting the study during the coronavirus pandemic is an additional ad-
vantage as the role of remote work and Internet-based communication chan-
nels in this period jumped to a high level. Therefore, it is crucial to pay atten-
tion to the respondents’ online behaviour during the pandemic. The size of the
research sample is larger than that in most studies related to individuals’ atti-
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tudes towards cybersecurity (e.g., 459 responses in Zwilling and others (2020);
481 in Anwar and others (2017); 210 in Vance, Siponen and Pahnila (2012);
312 in Herath and Rao (2009)).

The survey questions operationalized the research propositions (P1 and
P2). The first part of the survey concerned the verification of the knowledge
of respondents about cybersecurity. To assess the level of knowledge five ques-
tions were asked. The list of questions and the correct answers are provided
in Table A2 in the Appendix. Measuring users’ knowledge of cybersecurity
through a short quiz is also used by other researchers such as Zwilling and
others (2020) or Chandarman and Van Niekerk (2017).

The first three questions concern password security, public Wi-Fi security
and the difference between http and https. These three questions were also asked
by Olmstead and Smith (2017) to a sample of 1,055 Americans in an online sur-
vey conducted in June 2016. Therefore it was possible to compare the knowledge
of Americans with the knowledge of Poles in terms of these three questions.

In the next stage, the survey verified individuals’ awareness of cyber risk by
asking the respondents to organize operational risk events from most to least
frequent in Europe. Among the operational risk events to be ordered by the re-
spondent were cyber incidents, plane crashes, strong earthquakes, own house
fire, winning an amount greater than PLN 1 million in a lottery and bank de-
fault. Placing cyber incidents in first place in the ranking translated into five
points, second place four points and so forth. At the beginning of the question-
naire the respondents were provided with a definition of cyber risk.

In addition to knowledge and awareness, the respondents’ self-assessment
regarding cybersecurity on a scale from 1 (lack of knowledge) to 7 (high lev-
el of knowledge) was checked. Following Hosany and Martin (2012) self-as-
sessed knowledge is considered a significant factor affecting consumer be-
haviour. This study took into account the respondents’ experiences related
to cyber risk. To this end, the following question was asked, “Have you ever
suffered losses due to cyber risks?”; possible answers were “yes” or “no”. The
role of experience in consumer behaviour has been confirmed by many stud-
ies (e.g., Lusardi & Tufano, 2015 or Li, Xie & Zhang, 2020); therefore it is
necessary to include this variable in this study. Descriptive statistics for the
knowledge, awareness, self-assessment and experience variables are reported
in Table A3 in the Appendix.

The main purpose of the survey was to verify individuals’ behaviour in the
cyber world (or network). For this purpose the respondents have to mark the
behaviours they use to increase cybersecurity, broken down into two types:
general network behaviour and online banking behaviour. In this the sur-
vey followed the questionnaire used by Zwilling and others (2020) (for gener-
al network behaviour) and the indications of the Polish Financial Supervisory
Authority (for Internet banking behaviour). Table 1 presents the possible an-
swers and the descriptive statistics are provided in Table A4 in the Appendix.
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Table 1. Questions about behaviour on the network and Internet banking

General network behaviour: Which of the
following tools are you using to mitigate

Internet banking behaviour: Which of the
following tools are you using to mitigate

unusual or suspicious activities to
the bank

cyber risk? cyber risk in Internet banking?
Share of Share of
. . respon- . . respon-
Possible options dents Possible options dents
(%) (%)
Strong password 63.7 | Strong password 60.8
Frequent password changes 33.2 Frequent password changes 25.6
I make sure that every software 41.1 I avoid using public computers to | 59.4
used on my computer is updated log into an Internet bank account
I create backups of my data 30.2 T avoid using open networks to 56.1
log into an Internet bank account
I have installed and updated anti- | 62.7 I participate in training courses or 3.8
virus software read the information provided by
the bank in the field of cybersecu-
rity in Internet banking in detail
I have SPAM protection 24.9 I do not open suspicious links in | 66.8
received e-mail and SMS messages
I avoid using public computers 56.8 I have installed and updated anti- | 53.3
virus software
I avoid using open networks 49.8 I periodically check whether 28.8
the account numbers in defined
transfers have not been changed
I participate in training courses or 4.5 Before confirming the transaction, | 48.8
learn about cybersecurity in detail I verify the compliance of the ac-
count number to which I transfer
funds with the recipient’s number
I regularly review the security of 244  |Iregularly review the account 47.6
computer data history and operations on each
payment card for suspicious
transactions
I avoid installing various types 63.7 I do not copy bank account num- | 32.6
of applications from unknown bers for transfers (“copy-paste”),
sources but I enter them myself and verify
them thoroughly
I make sure that all software used | 40.6
on my computer comes from
alegal and trusted source
I would immediately report any 42.5

Source: Own study.




E. Cichowicz, M. Iwanicz-Drozdowska, £. Kurowski, “Every knock is a boost”. Cyber risk 103

The number of behaviours selected by a given respondent translates into
the degree of safety of their online behaviour. The respondents were divided
into those who showed a low level of safety (0 to 3 options), a medium level
of safety (4 to 6 options) and a high level of safety (more than 6 options). The
group selection considered their size so that no group accounted for less than
20% of the research sample. This division applies to both general network be-
haviour and Internet banking behaviour. In the case of Internet banking it was
necessary to excluded 115 people who did not have an online account at a bank
from the sample (i.e., 6.4% of respondents).

Ordinal logistic regression was applied where the dependent variable was
respondent behaviour (1: low level of safety in behaviour; 2: medium level of
safety; 3: high level of safety) and the explanatory variables were demographic
characteristics (gender, age, income, place of residence) and experience (bi-
nary variable). To answer the research question the models were constructed
separately for knowledge (assessed on a scale from 0 to 5), awareness (assessed
on a scale from 0 to 5) and self-assessment (assessed on a scale from 1 to 7).
Additionally, Lusardi and Tufano (2015), who analyse the role of debt litera-
cy in the excessive indebtedness of respondents separately tested debt literacy
variables and self-assessment using multinomial logistic regression. In addi-
tion, in this study the regression results were presented separately for general
network behaviour and Internet banking behaviour. Variance inflation factor
analysis confirmed the absence of collinearity of the variables.

In addition to the ordinal logistic model, a two-stage least-squares regres-
sion (2SLS) was used. On the one hand, the use of an additional type of regres-
sion provides a robustness check, but on the other it also presents the issues
with the use of linear models to assess the impact of education variables (such
as knowledge, awareness and self-assessment) on consumer behaviour. For the
purposes of this study three variables (knowledge, awareness and self-assess-
ment) are called educational variables (EVs). The key factor influencing the
choice of the 2SLS regression is that the education variables are endogenous.
The knowledge, awareness and self-assessment variables may affect consumer
behaviour but the direction of the impact may also be two-sided—consumers
may also increase their knowledge, awareness and self-assessment as a result
of their behaviour. In this case applying OLS will lead to simultaneity bias. The
endogeneity problem can be illustrated by Equations (1) and (2):

Behaviour, = a Controls, + B EV + ¢, (1)
EV = a Controls, + 3,Behaviour, + ¢, (2)
where Controls include respondent i’s demographic variables (gender, age, in-

come and place of residence) and experiences related to cyber risk. Behaviour
in this case is understood as a number of options selected by a given respond-
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ent to mitigate cyber risk (see Table 1). The first equation explains behaviour
with the EVs. The second equation explains the EVs with behaviour. OLS re-
gression will not distinguish between those equations. However, it is possible
to find a proper instrument to determine the effect of the EVs on behaviour.
Introduced endogeneity bias in educational research can be solved by using
instrumental variable analysis (e.g., Watanapongvanich, Binnagan, Putthinun,
Khan, & Kadoya, 2021).

The proper instrument used in regression constitutes a proxy for the EVs.
At the same time this instrument (IV) has to be uncorrelated with the resid-
uals from Equation (1). This proxy can be obtained via Equation (3), called
a first-stage regression:

EV. = aControls + yIV + ¢, (3)

In this equation the EV's are explained by Controls and IV. In the next stage
EVs can be explained with the following Equation:

E_Vi = &Controlsi + ;IV, (4)

where a and ; are the estimated coefficients of Equation (3), i.e., the first-stage
regression. EV. is the estimated value of the EV. Note that if IV’ is uncorrelated
with the residuals in Equation (1), E_\{ will also be uncorrelated with the re-
siduals. Finally the second-stage regression can be described as:

Behaviour, = a,Controls, + /3,-VE_V,- +e, (5)

where 3, is a casual effect of the EV on respondents’ behaviour. This research
separately assessed the causal effect of each EV (knowledge, awareness and
self-assessment).

At this stage the key question arises: which instrument will be the most ap-
propriate for the 2SLS regression? An appropriate instrument should have two
features (Frijns, Gilbert, & Tourani-Rad, 2014). First, the instrument should
correlate with an endogenous variable (here, with the EVs). Second, an instru-
ment cannot be correlated with the residual in Equation (1). According to the
literature, the most suitable instruments are, e.g., family background meas-
ured by financial situation or degree of the oldest sibling (Van Rooij, Lusardi
& Alessie, 2011a), economic courses of the respondent (Van Rooij, Lusardi &
Alessie, 2011b), and the participant’s age (Dvorak & Hanley, 2010) or personal-
ity traits in terms of self-esteem (Mruk, 2006). In this research higher economic
courses of the respondent was used as an instrument. According to the char-
acteristics of Polish society, the respondent’s higher education is significantly
related to the parent’s education (which is also a frequently used instrument
in educational research) (Chlon-Dominczak & Kotowska, 2015). Moreover,
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economic education seems to be correlated with knowledge of cybersecurity
(especially regarding Internet banking) but at the same time it should not be
correlated with cybersecurity behaviour. The endogeneity issue and the weak
instrument problem were tested by the Wu-Hausman test and F-statistics for
the first-stage regression.

3. Results

According to the responses to the questions verifying cybersecurity knowledge
Poles’ knowledge about cybersecurity is average and comparable to the results
presented by Olmstead and Smith (2017) for a sample of 1,055 respondents in
the US (see Figure 1). Poles reported slightly better habits in two areas (i.e.,
password security and the difference between http and https) but slightly worse
habits in the case of public Wi-Fi security. It is worth noting that while Polish
respondents are able to identify a strong password as many as 38% of them ad-
mit that they use the same password for different web portals. One should note
however limited comparability of survey data on cross-country basis.

100
90
80
70
60
50
40
30
20
10

0

%

Most secure password Public Wi-Fi https provides an
is not always safe additional layer of security

Poles - this research, 2020 identification (n = 1804)
W Americans — Olmstead and Smith, 2017 (n = 1055)

Figure 1. Percentage of correct answers to three questions verifying the
respondent’s cybersecurity knowledge

Note: There were slight differences between the content of the questions in this study and those
in Olmstead and Smith (2017); however the questions addressed the same areas of knowledge.
The percentages of correct answers to the remaining two questions asked in the survey are
presented in Table A3 in the Appendix.

Source: Own study.
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Table 2. The relationship between general network behaviour and knowledge,
awareness and self-assessment

szf:ir:tﬁze Variables (1.1) .1) 3.1)
Female Gender (male) -0.0993 -0.0479 -0.1566
(0.0969) (0.0955) (0.0969)
Age 18-24 | Age 25-44 -0.0262 -0.2039 -0.1864
(0.1401) (0.1374) (0.1377)
Age 45-64 0.3496* -0.0104 0.1424
(0.1436) (0.1387) (0.1406)
Age > 64 0.6462*** 0.4006* 0.4647**
(0.1807) (0.1771) (0.1784)
Income INC_1500_2499 0.0164 0.1509 0.0711
<1500 (0.1429) (0.1409) (0.1410)
INC_2500_3499 -0.0680 0.0596 0.0162
(0.1423) (0.1401) (0.1408)
INC_3500 _4499 0.0392 0.2681 0.1452
(0.1631) (0.1606) (0.1615)
INC_higher_4499 0.3020 0.5359*** 0.4206*
(0.1690) (0.1664) (0.1673)
Village Town to 100K 0.0357 -0.0126 -0.0117
(0.1161) (0.1143) (0.1146)
Town 100K-500K 0.0903 0.1271 0.1189
(0.1311) (0.1294) (0.1298)
Town higher 500K 0.3676** 0.3423* 0.3678**
(0.1433) (0.1415) (0.1418)
Experience -0.6022*** -0.6728*** -0.9038***
(0.1395) (0.1365) (0.1395)
Knowledge 0.5604***
(0.0415)
Awareness 0.2829**
(0.0350)
Self-assessment 0.3275%**
(0.0343)
Sample 1804 1804 1804
Pseudo R-square 0.0698 0.0361 0.0429

Note: The table presents the results of ordinal logistic estimation for general network behaviour.
The dependent variable is a variable with values 1, 2 or 3 depending on the number of options
indicated by a given respondent which are used to increase cybersecurity in the network (out of
eleven possible options presented in Table 1). The standard error is given in parentheses under the
coeflicient value. *, **, and *** denote statistical significance at p < 0.05, p < 0.01, and p < 0.001,
respectively. The first model (1.1) contains the estimation results with the knowledge variable,
the second (2.1) contains the estimation results with the awareness variable and the third (3.1)
contains the estimation results with the self-assessment.

Source: Own study.
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Table 3. The relationship between Internet banking behaviour and knowledge,
awareness and self-assessment

Ig:;:lﬁc: Variables (1.2) (2.2) (32)
Female Gender (male) -0.1271 -0.0729 -0.1387
(0.1010) (0.0991) (0.1005)
Age 18-24 | Age 25-44 0.1278 -0.0663 -0.0705
(0.1458) (0.1429) (0.1422)
Age 45-64 0.5338*** 0.1697 0.2552
(0.1498) (0.1443) (0.1455)
Age > 64 1.3091%** 1.0671%** 1.0341%*
(0.2023) (0.1981) (0.1967)
Income INC_1500_2499 -0.2008 -0.0737 -0.1231
<1500 (0.1503) (0.1476) (0.1470)
INC_2500_3499 -0.1612 -0.0375 -0.0347
(0.1494) (0.1468) (0.1464)
INC_3500 _4499 0.0250 0.2664 0.2179
(0.1696) (0.1668) (0.1669)
INC_higher_4499 0.0495 0.2857 0.2434
(0.1771) (0.1732) (0.1734)
Village Town to 100K 0.0568 -0.0130 0.0013
(0.1203) (0.1182) (0.1178)
Town 100K-500K 0.1724 0.1727 0.1698
(0.1364) (0.1343) (0.1341)
Town higher 500K 0.1643 0.1506 0.1859
(0.1491) (0.1464) (0.1460)
Experience -0.7267** -0.8155*** -0.9840***
(0.1431) (0.1398) (0.1419)
Knowledge 0.5661***
(0.0434)
Awareness 0.2765%**
(0.0353)
Self-assessment 0.2170***
(0.0347)
Sample 1689 1689 1689
Pseudo R-square 0.0782 0.0451 0.0388

Note: The table presents the results of ordinal logistic estimation for Internet banking behaviour.
The dependent variable is a variable with values 1, 2 or 3 depending on the number of options
indicated by a given respondent which are used to increase cybersecurity in Internet banking
(out of thirteen possible options presented in Table 1). The standard error is given in parentheses
under the coeflicient value. *, **, and *** denote statistical significance at p < 0.05, p < 0.01, and
P <0.001, respectively. The first model (1.2) contains the estimation results with the knowledge
variable, the second (2.2) contains the estimation results with the awareness variable, and the
third (3.2) contains the estimation results with the self-assessment.

Source: Own study.
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Moreover almost half of the respondents correctly identified cyber inci-
dents as the event occurring with the highest frequency among the options
listed and the average self-assessment of knowledge about cybersecurity was
4.03 onascale of 1to 7.

In the next stage the study answers the question of whether knowledge,
awareness and self-assessment influence behaviour in the cyber world. The or-
dinal logistic regression results are presented in Table 2 (for general behaviour
on the Internet) and Table 3 (for behaviour in Internet banking).

As shown in Table 2 and Table 3, knowledge, awareness and self-assessment
significantly affect cybersecurity behaviour in general and Internet banking
specifically. The signs of the estimates are positive which indicates that greater
knowledge, awareness and self-assessment increase safe behaviour in the cy-
ber world. All of these factors increase the chance that a given respondent will
be assigned to a group characterized by a higher cybersecurity approach. This
chance is higher in the case of an increase in knowledge than in the case of an
increase in awareness (higher value of the estimated parameter for knowledge
than for awareness considering the same variable range). Thus the results pro-
vide support for Proposition 1 (P1) that knowledge and awareness of cyber
risk improve cybersecurity behaviour. This applies to both general network
and Internet banking behaviour. These results are consistent with a study by
Kennison and Chan-Tin (2020) who confirm in a sample of 235 respondents
the positive impact of self-reported knowledge on cybersecurity behaviour.

Surprisingly the older group of respondents (55 years and more) presented
significantly better cybersecurity behaviour. This may be related to the fact that
older people may not follow all technological novelties and are more cautious
with online activities. Moreover due to having more life experience this group
appears to be more aware of potential dangers and may have higher wealth.
Cain, Edwards and Still (2018) confirm that older users are involved in safer
online activities than younger users.

Cyber risk experience was also statistically significant. According to the sur-
vey, less than 14% of respondents had ever suffered losses related to cyber risk.
This value is slightly higher than that reported by Zwilling and others (2020)
in which only 9% of respondents had personal experience with cyber attacks.
In the current study this variable had a significant negative value. Therefore,
experiences related to cyber risk do not improve cybersecurity behaviour. In
contrast, respondents who have suffered a cyber loss continue to behave in
a way that exposes them to similar losses. This finding does not provide sup-
port for Proposition 2 (P2). Significance of experiences with negative sign is
even not sensitive to the model specification. Cain and others (2018) also fail
to confirm that experiences related to cyber risk positively affect cybersecurity
behaviour. This phenomenon may be explained by attitudes towards risk tak-
ing: individuals with high risk acceptance and / or high self-confidence may be
prone to riskier behaviour. However, this study is not focused on psychological
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characteristics. Moreover, the counterintuitive results of the variable experi-
ence result from the discussion of the results of the study in the context of the
broadly understood financial competences of consumers. Lusardi and Tufano
(2015) in the field of financial literacy confirmed that consumer experiences
with finances influence healthy financial behaviour but this is a different sub-
ject from cybersecurity. After a negative experience related to a cyber incident
the respondent still probably lacks knowledge about the security rules, or their
actual online behaviour is difficult to change (see, e.g., Kostyuk & Wayne, 2021).
What is more, based on the survey results, only 4% of respondents read cyber
risk information or warnings sent by banks to their customers. This finding is
in line with conclusions by Krol, Moroz and Sasse (2012). Reading this kind
of information may protect consumers against risk-taking behaviour but this
tool actually plays no role in building a cyber risk culture among customers.
General network behaviour and Internet banking behaviour are affected by
the same variables in the same direction, with one exception. Cybersecurity
behaviour in the Internet banking is not determined by the place of residence.
In the case of general cybersecurity behaviour, residents of cities with more
than 500,000 residents have demonstrated a greater degree of cybersecurity.

In the next step, the instrumental variable analysis was conducted to con-
firm all of the conclusions from the logistic regression analysis (see Table 4
and Table 5).

In the instrumental variable analysis (similar to the ordinal logistic regres-
sion) it was confirmed that knowledge, awareness and self-assessment signifi-
cantly affect cybersecurity behaviour in general and in Internet banking. In ad-
dition, the older group of respondents presented significantly better cybersecu-
rity behaviour. Experiences related to cyber risk do not improve cybersecurity
behaviour. Additionally, in Table A5 in the Appendix instrumental variable (i.e.,
higher economic courses) coefficients in the first stage regression are presented.

In almost all models in Tables 4 and 5, the Wu-Hausman test confirms
that knowledge, awareness and self-assessment are rightly considered endog-
enous variables. Endogeneity was not confirmed only in models 1.4. and 1.5.
in Table 5. However, the F-statistics of the first-stage regression in all models
indicate that instrumental variable (i.e., higher economic courses) is not weak.

Conclusions

The coronavirus pandemic has shifted a large part of individuals activities to
remote channels. In such an environment cybersecurity is a key factor in re-
ducing users” exposure to losses related to cyber risk. Cybersecurity is also
related to banks’ sensitivity to cyber incidents. Customers who adhere to the
basic principles of using online banking will be less exposed to cyber attacks
which will translate into reduced losses for banks. The goal of the study was
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Table 4. Instrumental variable analysis—second-stage regression results for

general behaviour
szf:ir:tﬁze Variables (1.3) (2.3) (33)
Female Gender (male) -0.2784 -0.0479 -0.1566
(0.1554) (0.0955) (0.0969)
Age 18-24 | Age 25-44 0.0103 -0.2039 -0.1864
(0.3523) (0.1374) (0.1377)
Age 45-64 0.6927* -0.0104 0.1424
(0.2803) (0.1387) (0.1406)
Age > 64 0.8880** 0.4006* 0.4647**
(0.3368) (0.1771) (0.1784)
Income  |INC_1500_2499 -0.5534 0.1509 0.0711
< 1500 (0.3997) (0.1409) (0.1410)
INC_2500_3499 -0.6238 0.0596 0.0162
(0.3606) (0.1401) (0.1408)
INC_3500 _4499 ~0.6017 0.2681 0.1452
(0.4041) (0.1606) (0.1615)
INC_higher_4499 -0.3712 0.5359*** 0.4206*
(0.4049) (0.1664) (0.1673)
Village | Town to 100K 0.0097 -0.0126 -0.0117
(0.2242) (0.1143) (0.1146)
Town 100K-500K ~0.2469 0.1271 0.1189
(0.2940) (0.1294) (0.1298)
Town higher 500K 0.1085 0.3423* 0.3678**
(0.2877) (0.1415) (0.1418)
Experience -0.4010* —-0.6728*** -0.9038***
(0.1740) (0.1365) (0.1395)
Knowledge 1.6313***
(0.2497)
Awareness 0.2829**
(0.0350)
Self-assessment 0.3275***
(0.0343)
Sample 1804 1804 1804
‘Wu-Hausman 8.1403**
F-statistic 42.8028*** 0.0361 0.0429

Note: The table presents the results of second-stage regression for general network behaviour.
The dependent variable is the number of options indicated by a given respondent that are used
to mitigate cyber risk in the network (out of 11 possible options presented in Table 1). The
standard error is given in parentheses under the coefficient value. *, **, and *** denote statistical
significance at p < 0.05, p < 0.01, and p < 0.001, respectively. The first model (1.3) contains the
estimation results with the knowledge variable, the second (2.3) contains the estimation results
with the awareness variable, and the third (3.3) contains the estimation results with the self-
assessment. Higher economic courses were used as an instrumental variable for knowledge,

awareness and self-assessment separately.

Source: Own study.
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Table 5. Instrumental variable analysis—second-stage regression results for
Internet banking behaviour

szf:ir:tﬁze Variables (1.4) (2.4) (3.4)
Female Gender (male) -0.3884 -0.3183 -1.3819**
(0.2018) (0.2090) (0.4761)
Age 18-24 | Age 25-44 0.7380 0.1692 -0.9335
(0.4636) (0.6200) (10.026)
Age 45-64 1.6043*** 0.6267 0.4158
(0.3740) (0.6016) (0.7733)
Age > 64 2.62527%** 2.1755%** 1.4383
(0.4376) (0.5542) (0.8357)
Income INC_1500_2499 -0.3891 -0.1246 -1.4502
< 1500 (0.5239) (0.5134) (0.9458)
INC_2500_3499 -0.2963 -0.0826 -0.9923
(0.4798) (0.4770) (0.7923)
INC_3500 _4499 -0.1922 0.3822 -0.9433
(0.5309) (0.4655) (0.8703)
INC_higher_4499 -0.0710 0.5103 -0.8009
(0.5295) (0.4652) (0.8608)
Village Town to 100K 0.2810 -0.0207 -0.6200
(0.2832) (0.3608) (0.5736)
Town 100K-500K 0.1302 0.0170 -0.7534
(0.3567) (0.4070) (0.6701)
Town higher 500K 0.3797 0.0907 -0.5094
(0.3572) (0.4385) (0.6646)
Experience -0.8023*** -1.1061*** —-2.8054***
(0.2182) (0.2462) (0.6108)
Knowledge 1.5744***
(0.3278)
Awareness 1.34207*
(0.3024)
Self-assessment 2.1288***
(0.5741)
Sample 1689 1689 1689
Wu-Hausman 1.0207 2.8505 7.3884**
F-statistic 36.8986*** 35.6949*** 14.9003***

Note: The table presents the results of the second-stage regression for Internet banking behaviour.
The dependent variable is the number of options indicated by a given respondent that are used
to mitigate cyber risk in Internet banking (out of 13 possible options presented in Table 1). The
standard error is given in parentheses under the coefficient value. *, **, and *** denote statistical
significance at p < 0.05, p < 0.01, and p < 0.001, respectively. The first model (1.4) contains the
estimation results with the knowledge variable, the second (2.4) contains the estimation results
with the awareness variable, and the third (3.4) contains the estimation results with the self-
assessment. Higher economic courses were used as an instrumental variable for knowledge,
awareness and self-assessment separately.

Source: Own study.
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to assess whether knowledge about cybersecurity and awareness of cyber risk
can contribute to improving cybersecurity behaviour. The study investigated
also the role of cyber risk losses in improving behaviour in the cyber world.

This research is important for several reasons. First, it evaluates knowledge
and awareness of cybersecurity in Polish society. Because similar questions have
also been asked in the US it is possible to compare the results between these
two countries. Second, the results confirm avenues for reducing cyber risk,
i.e., investing in society’s knowledge of cyber issues. According to the ESRB
(2018), the threat of cyber attacks may be related to systemic risk; therefore it
is important to identify mechanisms to reduce such risk. Third the study is im-
portant for all Internet users to understand the determinants of cybersecurity.

To achieve the goal of this study a survey was conducted on a representative
sample of 1,804 Polish citizens in October 2020. In the first stage of the survey
the level of knowledge about cybersecurity, awareness of cyber risk and self-
assessment in the area of cybersecurity were assessed. In the second stage the
respondents’ network behaviour, broken down into general network behaviour
and Internet banking behaviour, was investigated. Verification was based on
questions about the activities individuals use to reduce cyber risk. The more
actions the respondent uses to mitigate cyber risk the safer his or her online
behaviour. Based on their responses the respondents were classified into three
groups, i.e., low, middle and high levels of cybersecurity behaviour.

The results of the ordinal logistic regression and the instrumental variable
analysis indicate that higher knowledge, awareness and self-assessment signif-
icantly increase cybersecurity behaviour. This is true in the contexts of both
general network behaviour and Internet banking activity. These results are ro-
bust to the method used to analyse the data and support research Proposition
1 (P1). The analyses also show that older people are more cautious about us-
ing the Internet. Experiencing losses related to cyber risk in the past did not
change the behaviour of a given respondent. The key variable to improve cy-
ber risk culture is knowledge and awareness of such risk rather than bad ex-
periences. These conclusions do not support research Proposition 2 (P2), so
not “every knock is a boost” which is in line with Kostyuk and Wayne (2021).

The analysis makes an important contribution to the discussion of the role of
economic and financial education in consumer behaviour. The literature com-
monly confirms a positive impact of financial literacy on pension savings, the
level of indebtedness, optimal savings decisions and general welfare. This re-
search adds another element to the role of financial education, i.e., the positive
impact of knowledge and awareness of cybersecurity. The study shows that only
4% of respondents read messages sent by banks on cybersecurity. Therefore, in
future it is worth investigating how consumers prefer to gain knowledge about
cybersecurity, the most efficient way to provide knowledge (Bada et al., 2015)
and the expected role of financial services providers in this regard. Simply pro-
viding individuals with information or warnings is not sufficient to stimulate
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safe behaviour. As Wogalter and others (2012) note, one cannot use the “aver-
age” consumer approach because it is necessary to reach those who are “below
average”. It can be argued that it is necessary to use approaches tailored to the
needs of various groups of customers.

This study is not free of limitations. It did not analyse psychological char-
acteristics related to risk-taking behaviour. Such an approach may be used in
the future in behavioural finance studies or psychological studies.

Appendix

Table Al. Respondent profile

Variable | Share (%)
Gender
Male 443
Female 55.7
Age
18-24 16.4
25-44 38.0
45-64 34.8
Age > 64 10.8
Degree
Elementary 8.6
Vocational 21.1
Secondary 39.9
Higher (economic studies) 7.6
Higher (non-economic studies) 22.8
Income (PLN)
< 1500 19.8
1500-2499 23.0
2500-3499 27.2
3500-4499 15.6
> 4499 14.4
Place of residence
Village 32.8
Town < 100,000 citizens 31.3
Town 100,000-500,000 citizens 20.5
Town > 500,000 citizens 15.4

Source: Own study.
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Table A2. Cyber risk knowledge questions

Question

Possible answers

Q1. Which password is the most
secure?

a) £6d2123

b) WTh!5Z

¢) Maria*48

d) Do not know

Q2. If a public Wi-Fi network (e.g.,
in a coffee shop or airport)
requires a password, is it safe
for activities such as electronic
banking?

a) No, it is not safe
b) Yes, it is safe
¢) Do not know

Q3. What is the difference between
https and http protocols?

a) https provides an additional layer of security com-
pared to http, as it uses the appropriate certificate to
transfer the data.

b) http is more secure than https as its operation is
monitored by an antivirus program.

c) http is not available for some users

d) Do not know

Q4. Which activity is related to
cyber risk?

a) Inability to purchase new computer software

b) Theft of an ID card and taking a loan at a bank
branch on this basis

¢) Publication of offensive content on the web

d) Do not know

Q5. Which group of words are the
names of antivirus programs?

a) Norton, McAfee, Avast
b) Word, Excel, PowerPoint
¢) pdf, xls, doc

d) Do not know

Source: Own study.
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Table A3. Cyber risk questions (share of correct answers), awareness and self-
-assessment—descriptive statistics

Self-
Variable Q1 (%) | Q2 (%) | Q3 (%) | Q4 (%) | Q5 (%) A::sl;e_ -assess-
ment
Gender
Male 80.78 55.48 | 40.44 30.48 87.25 4.07 4.19
Female 80.00 | 58.88 | 57.25 | 28.88 | 90.38 3.88 3.59
Age
18-24 90.88 56.42 52.70 | 42.23 93.92 4.10 4.05
25-44 81.91 56.80 | 49.94 | 33,37 | 8741 3.95 4.05
45-64 74.72 56.12 | 42.93 22,57 86.49 3.96 3.61
Age > 64 77.84 61.34 | 49.48 21.65 91.75 3.82 3.66
Degree
Elementary 78.06 50.32 44.52 32.90 82.58 3.92 3.56
Vocational 72.70 | 46.19 31.76 24.93 79.53 3.65 3.46
Secondary 81.11 60.28 | 49.03 | 28.75 | 91.53 3.94 3.95
Higher (economic studies) | 79.56 | 57.66 | 64.23 | 32.85 | 90.51 4.06 4.49
Higher (non-economic 87.59 | 63.50 | 56.69 | 33.82 | 93.67 | 4.28 3.96
studies)
Income (PLN)
< 1500 76.26 | 47.77 | 43.58 32.40 86.03 3.96 3.64
1500-2499 79.76 | 57.35 | 44.10 | 29.64 | 86.27 3.86 3.76
2500-3499 81.02 57.35 45.10 26.94 89.18 3.98 3.80
3500-4499 82.92 59.07 58.01 28.83 90.75 3.96 4.08
> 4499 83.46 | 66.15 | 54.23 | 32.69 | 92.69 4.12 4.19
Place of residence
Village 79.73 57.09 | 43.07 | 32.77 85.81 3.86 3.72
Town < 100,000 citizens 77.88 | 51.68 | 47.79 | 26.19 | 87.79 3.92 3.82
Town 100,000-500,000 84.55 61.52 51.76 | 29.27 94.04 4.05 3.98
citizens
Town > 500,000 citizens 81.65 61.51 53.24 31.29 89.21 4.16 4.06

Note: Q1, Q2, Q3, Q4, Q5: share of correct answers to the questions presented in Table A2.
Awareness: This variable represents the ordering of events by the respondent from the most
frequent to the least frequent in Europe. Among the events that should be ordered by a respondent
were cyber incidents, plane crash, strong earthquake, own house fire, winning an amount
greater than PLN 1 million in a lottery, and bank default. Placing cyber incident in first place
in the ranking meant receiving 5 points, second place, 4 points and so forth. Self-assessment:
subjective assessment of cybersecurity knowledge on a scale from 1 (no knowledge) to 7 (high
level of knowledge).

Source: Own study.
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Table A4. Individuals’ cybersecurity behaviour (average
number of selected options)—descriptive statistics

General Internet
Variable network banking
behaviour behaviour
Gender
Male 4.63 5.65
Female 4.49 5.68
Age
18-24 4.45 5.18
25-44 4.36 5.29
45-64 4.63 5.83
Age > 64 5.15 6.97
Degree
Elementary 4.36 5.13
Vocational 3.9 4.80
Secondary 4.59 5.91
Higher (economic studies) 491 5.58
Higher (non-economic studies) 5.05 6.19
Income (PLN)
< 1500 4.32 5.43
1500-2499 451 5.49
2500-3499 4.41 5.58
3500-4499 4.67 5.86
> 4499 5.08 6.20
Place of residence
Village 4.32 5.40
Town < 100,000 citizens 4.49 5.62
Town 100,000-500,000 citizens 4.71 5.87
Town > 500,000 citizens 4.96 6.03

Note: General network behaviour: the average number of actions
(according to Table 1) indicated by the respondent to reduce risk on
the network (11 options available to choose from). Internet banking
behaviour - the average number of actions (according to Table 1) to
reduce risk in online banking (13 options to choose from).

Source: Own study.
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Table A5. Instrumental variable coefficients in the first stage regression

General network behaviour Internet banking behaviour
Dependent > "
variable | kpowledge | awareness set knowledge | awareness set
-assessment -assessment
i‘fllfg;ic 0.5439%** | 0.6352%%* | 0.4293** | 05119 | 0.6005*** | 0.3786***
oo (0.0831) | (0.0997) | (0.0967) | (0.0842) | (0.1005) | (0.0651)

Note: The table presents the instrumental variable coefficients in the first-stage regression. Due
to different sample size, instrumental variable coeflicients are different for general network and
Internet banking behaviour. The standard error is given in parentheses under the coefficient
value. *, **, and *** denote statistical significance at p < 0.05, p < 0.01, and p < 0.001, respectively.

Source: Own study.
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